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The Impact of Implementing IT Governance Principles on Mitigating Cloud
Accounting Risks in Jordanian Commercial Banks

Abstract: This study aimed to identify the impact of implementing IT governance
principles (strategic alignment, risk management, resource management, and performance
measurement) on mitigating cloud accounting risks (data security and privacy risks, regulatory
compliance risks, and operational and technical risks) in Jordanian commercial banks. The study
was applied to the 13 Jordanian commercial banks. The researcher used the descriptive and
analytical approach to test the study's hypotheses and answer its questions. A questionnaire was
used as a main tool for data collection, with (320) questionnaires distributed to a sample of
managers and officials in IT, internal audit, risk management, and finance departments. (285)
questionnaires were retrieved, and (273) were analyzed after excluding (12) invalid
questionnaires. The researcher followed a proportional stratified random sampling method. The
results indicated a statistically significant impact of implementing IT governance principles, in
their combined dimensions, on mitigating cloud accounting risks in Jordanian commercial banks
(R? = 0.635). The "risk management"” dimension had the most significant impact, followed by
"strategic alignment.” The study recommended enhancing the integrated implementation of IT
governance principles, developing specific frameworks for managing cloud accounting risks,
intensifying employee training and awareness programs, and emphasizing the importance of
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periodically reviewing the effectiveness of these principles in light of rapid technological
advancements..

Keywords: IT Governance, IT Governance Principles, Cloud Accounting Risks, Cloud
Data Security, Cloud Compliance, Jordanian Commercial Banks.
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